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Current systems in the Internet of 'Things
(IoT) generally offer services for individual ver-
tical domains such as building management. In
systems like this, domain-specific requirements
form the basis for the design of all system com-
ponents and play an important role in every-
thing from the technical selection of hardware
devices to application logic.

The process that is used for this is highly
dominated by providers. For this reason, sub-
Systems provided by different interest groups
are integrated via proprietary interfaces. This
Model typically leads to vertical systems in
Which hardware, networks, middleware and ap-
Plications are closely linked. As a result, the
Scalability and the costs of IT' infrastructure are
mong the biggest problems in systems like this.

This article describes ToT Paas$, a cloud-
l?*‘ﬁcd 10T platform that provides environments
or 167 services in which many ditferent appli-
“ions, clients and vertical solutions are sup-
Ported, ‘The platform offers a horizontal and ge-

neric middleware layer with all the necessary
features that supports the service provision pro-
cess of the various parties.

"Two models for the provision of services are
supported. The first is a virtual, vertical model
that not only follows the traditional vertical pro-
cess but also effectively uses cloud and middle-
ware features. The second is an open model that
completely decouples application logic from in-
frastructure and in this way encourages the de-
velopment of new services based on existing IoT
solutions and other publicly available services.

Use cases

In this section, we will first analyse two repre-
sentative use cases in smart cities.

Building management

Building management is one of the most impor-
tant services in intclligent buildings. A project
usually begins with a survey of the target build-
ing by the solution provider. It can be either a
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building that already exists and has been in use
or a building that is under construction. In
some cases, existing buildings must of course be
retrofitted with certain components such as
heating, ventilation, air conditioning, thermo-
stats, motion sensors and lighting control.
These projects can range in size {rom one small
building to a large university campus with a
number of different building types. For this rea-
son, the number of devices, the volume of data
to be processed and the complexity of the analy-
sis of the dala collected can vary considerably.
After the survey and planning are finished,
the provider starts to procure the necessary
hardware components from manufacturers.
These are then integrated into the infrastructure,
and applications are developed based on this,
This process generates many vertically iso-
lated building management systems (also
known as “silos”), which leads to two types of
scalability problems. The first problem is main-
tenance scalability. The more silos that are
made available, the more System instances must
be administered by the provider. The adminis-
tration of systems in this context can become a
very difficult task because hardware systems
must be observed in separate systems and soft-
ware systems must be adapted separately and
tested on site using special hardware. Another
problem is expansion scalability. Many buildin g
complexes are constantly growing in order to
accommodate more and more users. The bujld-
Ing management systems that are installed must
therefore fnanage more and more buildings and
facilities. For this reason, building management
systems should be scalable and be able to adapt
based on the prevailing circumstances. In cur-
rent silo-based service models, an expansion
like this can require the complete revision of the
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sumption data that are collected from individyg
building management systems cannaot by used
in [ull due to the heterogeneity of the individygy
solutions. These days, the painstaking procesg o
data cleaning and integration is an i'“POl'tam
prerequisite for a fine-grained energy consumy,.
tion analysis on a large scale.

Building management systems are an excgl.
lent example of a vertical model for the provi-
sion of services: A solution provider instatls apng
integrates devices, offers I infrastructure ang
develops applications, The provider is generally
responsible for the procurement and mainte-
nance of the entire system during its life cycle.
This madel is frequently used in areas in which
highly specialised device solutions and a high
level of expertise are required such as intelligent
transport systems.

Event planning
Public events represent an important part of ur-
ban life. Some of these events take place regu-
larly, such as annual city marathons or national
parades, and others may occur spontaneously,
such as demonstrations. An event, whether big
or small, has certain effects on city residents.
Participants or visitors would like to know, for
example, how they can get to and away from a
certain location. Others who are not interested
would like to know how they can avoid events.
All of these concerns and many more must be
taken into consideration by the event organiser
in the planning stage.

A typical application for event planning
comprises data collection and the creation of




organisational and emergency plans. The pro-
cess generally occurs in four phases: planning,
preparation, operation and follow-up work. A
variety of information is needed for an efficient
applicalion, including persistent information
such as maps, public transport routes, accessi-
bility of facilities and real-time information
such as weather, capacity utilisation of public
transport and parking spaces. Although a lot of
this information is already available through
public services, these services are usually iso-
lated and highly domain-specific. Every service
has its own infrastructure, and the data are pro-
cessed independently and provided via various
channels,

The main challenge in the development of
such applications is dealing with the unique as-
pects of every event in terms of the scale and
the necessary information. Developing a service
for an event takes a lot of time and money. And
it may be that the service will only be used once
or will have to be updated periodically for regu-
lar events. In addition, the resources that are
used 1o provide such services are only required
during the events. So the costs and efforts that
go into developing a service like this are only
justified if development goes fast enough and
the necessary IT resources are only provided as
necessary.

Public event planning and organisation is a
prime example of the provision of services by
third parties: A provider receives access to exist-
ing IoT services and other information sources
in order to develop applications for certain pur-
poses. The information sources vary immensely
and range from public to commenrcial services.
The provider’s tocus is on the development of
the application logic because the provider does
not own the information sources and in most
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cases does not have direct control over them.
Ilowever, the provider must deliver and manage
IT resources in order to ensure the qualily of the

service.

IoT PaaS

In this section, we would like to present the IoT
Paa$ cloud, which was developed with the aim
of delivering efficient and effective IoT services.
See Figure 1 (next page). The infrastructure in
the Internet of Things comprises nelworked
sensors, actuators and other intelligent devices.
Gateways are a reliable method for connecting
heterogeneous and resource-dependent devices
with each other. Generally, gateways provide de-
vice drivers and special protocols. If several pro-
tocols need to be used, there is usually a stand-
ardised interface for applications that require
access to devices. Intelligent devices such as
mobile phones are becoming more and more
powerful and are now able to communicate
with these applications. For this reason, many
gateways and devices now offer web-based in-
terfaces (for example, oBix and OGC ) to facili-
tate integration with applications. We refer to
this part as IoT infrastructure virtualisation be-
cause it is where the first conversion between
network/hardware and software interfaces actu-
ally occurs.

IoT resource management offers a point for
managing virlualised devices, gateways and
field solutions. The provider decides on the
granularity of the virtualised resources that are
offered. ‘Lhe component monitors the status of
the resources and the enforcement of the access
policies. Although most existing gateway solu-
tions try to reduce the heterogeneity of the
hardware levels to a certain degree, the variely
of gateway products and their areas of applica-
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geneity. Generally, the interfaces of the various
gateways in the industrial sector have to be con-
nected by domain mediators. Since these gate-
ways are driven by specific requirements, the
mediators are an important component of the
software,

Data services are an essential part of the
Paa$ cloud. The service effectively hides the un-
derlying database system. However, IoT applica-
tions rely heavily on the production and con-
sumption of real-time data, which are not
sufficiently integrated into existing data services.
The ToT Paa$S cloud therefore offers regl-time
data service in order to minimise problems that
arise in the use of heterogeneous real-time data
processing systems. The service supports the
processing and analysis of events that are sent
by devices from lower levels. Applications are
capable of specifying how events should be han-
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Figure 1: IoT Paa$ platform
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The real-time data service also ensures (hay the
use of evésits complies with the access policies
of the event provider,

Tenant management ollers a ‘"“”"‘““tlalcd
view in order to divide virtualised o'l FeSoureeg
between application providers. In contrast g,

o resource management, whicl governs ¢
cess to resources for IoT solutions, tenant may.
agement is designed for platform and applica-
tion providers to see all of the resources that cap
be accessed by the (enant, Recause device func.
tions and IoT solutions are made available for
several tenants through virtualisation, two dif-
ferent methods for the shared use of resources
must be examined. Firstly, the shared use of jn.
formation in real time. In principle, this method
can be compared with read access to a database.
However, this kind of use becomes difficult
when providers want to share information of
different granularity and tenants require differ-
ent data quality levels . This should be han-
dled by the data service component. The second
method is shared/multiple access. Because ac-
cess in ToT systems generally results in a change
in status attributes in the real world, there may
be problems with the policies for shared access
with the aims of the services or the limits of the
IoT solutions. It is therefore important for the
platform to provide a generic framework for re-
lated interest groups in order to work on strate-
gies and solutions to conflicts during run time.

In the Internet of Things and the cloud,
every application runs in a complex and dy-
namic environment and involves the available
IoT and cloud resources, the software configu-
rations and the fluctuating requircments of us-
ers. Application context management focuses on
the optimal use of run time resources and soft-




ware configurations for applications. Based on
the resources that were acquired through tenant
management, this administration helps applica-
tions to select the necessary resources during
run time in order to comply with the required
SLAs and costs. In this way, components can re-
act to constantly changing requirements by
quickly acquiring and releasing loT and cloud
resources. Together, tenant and application con-
text management give all applications and their
providers a virtual dedicated working environ-
ment.

Quantitative measurements of IoT services
help providers to understand how services are
used and, based on this, how services can be op-
timised. In addition, they offer important infor-
mation for those involved in the process of pro-
viding services when it comes to deciding how
revenues based on the actual use of services
should be managed. IoT service metering meas-
ures the use of various services by an applica-
tion, This is mainly performed by observing
sent and received messages and how many
times a service is called up. There are three
types of measuremcnts for this:

- time-based, with the use of a service meas-
ured based on the start and end of a service
instance,

- call-based, which monitors the number of
specific service call ups, and

- volume-based, which measures the volume of
real-time data or certain events that are col-
lected by a service.

At the end of the life cycle of the service provi-

sion, the billing component then links the vari-

ous business models to the run time. The billing
component creates invoices by analysing the
measured data in line with the policies on
charging configured by the parties. A flexible

Fei Li, Michael Vogler, Sanjin Sehic. Soheil Qanbari, Hong-Linh Truong. Stefan Nastic, Schahram Dustdar

185

billing mechanism encourages service providers
with different capacities to take part in the pro-
cess of providing services.

Service provision in IoT PaaS

The emergence of cloud-based ToT service plat-
forms generates various types of interest groups
that are involved in the process of providing
services.

- Platform providers are a new kind of PaaS
provider. They offer cloud services that inte-
grate and manage IoT solutions, plan both
cloud and IoT resources, and support various
models for the provision of IoT services. The
main platform and application components
were described in the previous section. The
details and components of the IoT infrastruc-
tures and cloud resources are hidden from ap-
plication providers. In addition, platform pro-
viders are responsible for providing all of the
TT resources for everyone involved.

- Solution providers developed out of the tradi-
tional ToT service providers, which generally
specialise in one application domain and offer
vertical IoT solutions. They are familiar with
the selection of field devices and understand
domain-specific use cases. IoT Paa$ allows
providers to offer solutions as services in the
cloud so that these can be used by various ap-
plication developers.

- Application providers use IoT solutions with
the help of the cloud platform and create ap-
plications for end users. Domain-specific
knowledge is not required because IoT solu-
tions are virtualised and the most important
components are provided by the platform. As
a result, application providers can focus on
the application logic and use cloud and IoT

resources as necessary.
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The collaboration between these parties is the
key to more flexible models. We would like to
briefly introduce two of these models.

‘The model of virtual verticals
This model corresponds to traditional vertical
solution development: Solution providers de-
velop solutions for field devices and also appli-
cation logic. The main difference is that virtual
verticals use the IT resources and other neces-
sary software on a cloud platform. Applications
are linked to devices via special mediators de-
veloped by the solution provider. In the Paa$
paradigm, isolated system environments for vir-
tual verticals are ensured by multitenant mecha-
nisms. As a result, virtual verticals are easy to
scale because, as the number of device solutions
Increases, new computing resources can simply
be added. In addition, the elasticity of the cloud
can be used to deal with the fluctuation in user
requirements. This model can be used for many
existing vertical 10T solutions. The scenario of
building management systems is a typical area
where this model can be applied. The clond
platform offers building management for virtual
vertical environments,

Applications by third-party providers

In traditional vertical IoT solutions, the devel-
opment of applications by third-party providers

is not a common practice. One reason for this is

the closely linked system architecture on the

one hand and the lack of flexibility in the provi-
sion of resoutces on the other, The development
of cross-domain applications is even more com-
plicated. The Paa$ paradigm offers several im-
portant components that make it easier to open

up IoT solutions to applications by third-party
providers. Applications by third-party providers
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can simply use services offered by the platfory,
such as data services. ‘The usual problems, j;,.
cluding the maintenance of devices and day
collection, are decoupled from application (.
velopment. For this reason, the application pro-
vider can focus on the development of the busi.
ness logic and deliver a lot of new services in 4
relatively short amount of time. Like with the
model of virtual verticals, applications can have
their own application context with the necessary
solutions, software services and other resources,
In addition, flexible use models and billing sys-
tems can be configured for IoT solutions and
applications. As a result, costs and revenues can
be assigned to applications and monitored i
real time. The platform therefore provides an
environment that third-party providers can use
to develop new applications. 1he organisation of
public events is a typical application for this
model in which devices and domain-specific re-
sources can be accessed by the public. Applica-
tion developers can access this public data via
the platform and use the specific information
they need. With this model, application provid-
ers no longer have to worry about the provision
of IT resources. Another important aspect of
this use case is that the Paa$ paradigm offers
specialised IoT solution providers an environ-
ment where they can serve multiple users
through virtualisation.

Conclusion

The platform described here is the result of our
ongoing research at the Pacific Controls Cloud
Computing Lab (PC3L). The platform repre-
sents the core of our long-term goal of enCOUI."
aging an ecosystem that allows for and simpli-
fies the open creation of services in smart cities-
The platform is meant to encourage specialised
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small and medium-sized enterprises to partici-
pate in developments in smart cities. We will ex-
amine further specific challenges in the corre-
sponding fields of cloud computing, the
Internet of Things and software architectures in
order to continuously incorporate the research
results into the platform.
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